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Abstract. Supply chain risks are a widely studied topic, but there is a lack of research in the healthcare sector. The aim 
of this paper is to review the research that has been carried out on risk assessment models and methods. As supply 
chain risks increase the vulnerability of the supply chain, it is important to analyse existing research. In this context, 
new risk assessment models can be developed to prevent potential problems. The literature analysis shows that evalua-
tion models can be categorised into: a) methods for evaluating supply chain processes across the sector; b) models for 
evaluating internal hospital processes. The methods are chosen taking into account the highest risks and the longest 
lasting risks. Multi-criteria evaluation approaches are the most studied in the literature.
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Introduction

The supply chain in healthcare is not only about the procurement and logistics of medicines and medical supplies. 
It is also about the people, processes, information, resources, and maintenance of a healthcare facility to provide 
healthcare services. The aim is to improve treatment outcomes, patient/customer experience and optimise financial 
cost efficiency. It must also be taken into account that the healthcare supply chain is dependent on the collaboration 
of stakeholders (Beldek et al., 2019).

Researchers recognise that the acceleration of globalisation and digitalisation has made supply chains more com-
plex, less transparent and thus more vulnerable to various threats. This means that any company with weak supply 
chain process management controls may be exposed to threats (Vidrova, 2020).

The topic of supply chain risk management is becoming an increasingly important research area. There may be 
various reasons for increasing supply chain vulnerability. As a consequence, both private companies and public com-
panies have started to look for ways to implement a proper risk management programme (Gurtu & Johny, 2021). 
Although efforts are being made to standardise supply chain risk assessment, targeted methodologies are still lacking 
(Choudhary et al., 2022). 

The aim of this paper is to analyse the literature on supply chain risk management models and approaches. The 
focus of this paper is on the analysis of the proposed models and approaches in order to identify the most useful 
models. It also aims to find out what is most lacking in supply chain risk assessment.

The topic of risk assessment is not widely addressed in the supply chain. There is a paucity of research on risk 
assessment models in the healthcare sector. The uncertainty and ambiguity of the supply chain is increasing due to 
increasing globalisation and complexity. Risks to the supply chain thus increase the vulnerability of the supply chain. 
This means that the supply chain is increasingly weakened by risk, and risk threatens the sustainability of the chain. 
As the causes of risks in the supply chain are diverse, so too are the consequences of risks in the supply chain.

Articles from WoS and Scopus databases were selected for analysis. A total of 50 articles were selected for analysis. 
The keyword method was used to select the articles. The selected articles were divided into two groups. In writing the 
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review, one part deals with articles on supply chain risk management models in general. The next part of the review 
looks at risk assessment models in the healthcare sector. 

The analysis of the selected studies divided the risk assessment models into models for internal risk assessment 
and external supply chain risk assessment.  

1. Models of supply chain risk assessment 

As we know, supply chain risks can be internal and external. The models considered in the literature can also be 
divided into: a) supply chain internal risk assessment; b) supply chain external risk assessment. 

Table 1 provides a breakdown of risk assessment models by internal and external risk.

Table 1. The risk assessment models by internal and external risk

Internal risks External risks

Decision-making processes in supply chain Supply chain resilience

Collaborative and communication in supply chain
Supply chain agility
Supply chain visibility

Addressing the most complex and longest-lasting risks aims to make the supply chain as stable and resilient as 
possible. Based on the literature analysis, it is evident that researchers have made considerable efforts to find the most 
appropriate model for building supply chain resilience. 

Supply chain risks are increasing or supply chains are completely stuck without taking into account regional differ-
ences and changes. The literature proposes a text mining-based framework for global supply chain risk management. 
This model is based on the literature analysed and on the application of statistical analysis techniques. Based on the 
results obtained, a risk categorisation covering a total of seven types of global supply chain risks and the main risk 
factors was developed, together with a sentiment analysis to identify the pattern of risk variation. The results of the 
risk hierarchy and sentiment analysis can contribute to a better understanding of regional global supply chain risks 
(Chu et al., 2020).

Supply chain resilience is a set of measures to prepare in advance for unforeseen events and to minimise negative 
impacts. It also enables rapid recovery of disrupted operations. A study was carried out to investigate the link between 
supply chain risk management and supply chain collaboration. The study showed that there is a link between these 
actors. The authors conclude that it is important to prioritise risk assessment in order to build a resilient supply chain 
(Syahchari et al., 2022). Another factor that has prompted research on supply chain resilience is major natural and 
pandemic disasters. Researchers are developing resilience frameworks that can keep supply chains up and running 
(Piprani et al., 2022). A mediation model can also be used to increase supply chain resilience. This model combines 
the risk information processing capabilities of the supply chain with the financial side of the supply chain. The study 
shows that risk information processing has a positive impact on both the financial and resilience aspects of the supply 
chain (Yaqin & Li, 2021).

Cooperation is another important factor in the functioning of the supply chain. Disruptions to cooperation can 
be a risk to supply chain performance. Collaborative planning practices are more useful in architecture or construc-
tion. However, according to the findings of the study, this practice can be applied in all areas. Ineffective communi-
cation, lack of coordination, failure to meet schedules disrupt the supply chain in all areas (Elsayegh & El-adaway, 
2022). Against the backdrop of increasing globalisation, the companies involved in the supply chain have become 
fragmented. A negative consequence of this phenomenon is that supply chain disruptions spread rapidly and affect 
other parts of the chain. As a result, the interdependence of the firms involved in the supply chain must be modelled 
(Blos & Miyagi, 2015). 

An examination of the research carried out by the researchers shows that it is possible to analyse the model in 
terms of the relationship between supply chain integration, supply chain risk and supply chain performance (Chien-
wattanasook & Jermsittiparsert, 2018).

In the context of examining supply chain process risk, the researchers present a study that examines the impact 
of horizontal inter-organisational agreements on inventory costs in hospitals and the uncertainty in clinical demand 
faced by the hospital. The model is based on comprehensive data from hospitals in the State of California. The results 
of the study suggest that these arrangements may influence managers’ confidence in their supply chains, which in 
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turn influences stockpiling. The results also show that joining the system can increase operational efficiency (Zepeda 
et al., 2016).

Dr. Meike Schröder, examines and proposes a supply chain maturity model. There is a shortage of models that 
can quickly assess supply chain risks. The results of the study showed that companies lack the skills and capabilities 
to assess supply chain risks (2017).

Another part of the models studied by researchers is the assessment of supply chain agility.  The supply chain consists 
of production, logistics and transport operations. These processes aim to best meet the needs of the end-user, maximise 
the company’s revenue and reduce costs and inventories. Unfortunately, supply chain processes can be disrupted by various 
unforeseen changes. S. Boubaker with team proposes a model for assessing supply chain agility (Boubaker et al., 2022). 

In addition, supply chain agility can be examined from a different perspective. It is possible to assess the impact 
of supply chain flexibility on supply chain agility. The relationship can be assessed using the framework developed by 
Jamal et al. The study shows that there is a link between supply chain flexibility, collaboration and agility. Moreover, 
supply chain agility can be identified as an externally oriented capability. It can also have a competitive advantage 
(Jamal et al., 2019).

Another large and important group of risk assessment models are those that assess the impact of information 
technology and digital supply chain risk assessment. The digitalisation process has brought a number of benefits to 
businesses and supply chain processes. However, these processes have also brought new threats to supply chains. 
Risk management should be a major focus in order to avoid losses in the digital supply chain. The results of the 
study show that the internal risks facing digital supply chains include technological and cyber security risks, as well 
as systemic risks involving digital systems. In addition, digital supply chain risks can be analysed on a technological 
basis (Özkanlısoy & Akkartal, 2020).

Table 2 provides the distribution of risk assessment models by risk and author.

Table 2. The distribution of risk assessment models by risk and author

Author Risk assessment model

Rehman and Ali (2022); Syahchari et al. (2022); Piprani et al. 
(2022); Yaqin et al. (2022); Wilding (2021); Warmbier and 
Kinra (2022); Zahid et al. (2020); Marmolejo and Hartmann-
Gonzalez (2021)

Supply chain resilience

Lancharoen et al. (2020); Lo et al. (2021) Analytic network process method for decision-making
Alzahrani et al. (2022); Chavez et al. (2020) Assessment of the blockchain technology and digitalisation
Elsayegh and El-adaway (2022); Jamal et al. (2019);  
Göleç and Karadeniz (2020) Assessment of implementing collaborative planning practises

Shashi and Gossett (2022); Gomez and Espana (2020) Supply chain network for pharmaceutical products
Messina et al. (2022); Taghizadeh et al. (2021) Supply chain visibility assessment
Boubaker et al. (2022); Shashi and Gossett (2022) Supply chain agility assessment
Curbelo et al. (2019) Dependency in supply chain risk assessment

2. Models of supply chain risk assessment in healthcare

The analysis of the efficiency of supply chain management in healthcare facilities has become crucial in recent years as 
healthcare systems have started to struggle to improve operational efficiency and reduce costs. A study was therefore 
carried out to assess healthcare supply chain management through a competency-based performance assessment.  For 
this purpose, a fuzzy model was developed to assess the performance of healthcare supply chain management through 
competency-based operational assessment. Healthcare services are provided by many interrelated business processes 
in the supply chain. The process should add value to the service by eliminating waste and unnecessary costs. Processes 
should also add value to customers throughout the supply chain. A process perspective is essential and provides a 
basis for understanding the detailed organisation of operations and the services provided by healthcare systems. The 
supply chain constructs the link between processes and performance, consisting of the company’s internal and external 
customers and suppliers (Göleç & Karadeniz, 2020).

One of the models being explored by researchers is supply chain resilience. Strategies are developed to find the 
most important factors that have a significant impact on supply chain resilience. Rehman and Ali (2022) identified 
multi-criteria assessment methods in their study. 



295

A. Čerkauskienė, I. Meidutė-Kavaliauskienė. Overview of risk assessment models in medical supply chains

Spanish researchers (Flores et al., 2016) carried out an evaluation of three risk adjustment systems. This was in 
the form of an assessment of predictors of consumption of medicines and medical supplies in polyclinics. The use of 
medicines and medical supplies is an important part of healthcare expenditure and is closely linked to the quality of 
care and the efficient allocation of resources. 

Researchers at a hospital in Thailand (Lancharoen et al., 2020) conducted a large study assessing the readiness 
to integrate information in a hospital using an analytic network process approach to decision-making in a health-
care network. Three capability factors were found to have a significant impact on information integration and 
hospital performance. The model analysis suggests that the identified capability factors (organisational, group and 
individual) should be refined in the context of information integration used to assess performance in healthcare, 
and that this risk assessment may be useful in other relevant industries.

The pharmaceutical sector is an important part of the healthcare supply chain. It goes beyond the manufac-
ture and supply of medicinal products. Ahlaqqach et al. (2020), proposed a new model to develop a sustainable 
closed-loop network of location-based supply chain routes, taking the pharmaceutical product life cycle as a model. 
This model aims to generate economic benefits, increase corporate social responsibility through job creation and 
reduce the risks arising from the transport of end-of-life products (medical waste generated after the expiry of 
pharmaceutical products and their use in health care centres). Disruptions affect the pharmaceutical supply chain. 
Researchers Shashi and Gossett conducted a study to investigate how digitalisation can help reduce supply chain 
disruption. Digitalisation systems have a positive impact on supply chain agility and flexibility, making the sup-
ply chain resilient to unexpected events (Shashi & Gossett, 2022). In the pharmaceutical part of the supply chain, 
it is important to pay attention to the shelf life of products. For this purpose, a new multi-objective model was 
proposed to develop a coherent closed-loop network of location-based supply chain routes, tailored to the shelf 
life of pharmaceutical products. It is considered that this model could be useful to achieve cost-effectiveness and 
increased social responsibility (Ahlaqqach et al. 2020). Many supply chain disruptions in healthcare are caused by 
product recalls. In the absence of reliable tracking of deliveries, it is difficult to recall or safely dispose of products. 
In this context, practitioners are looking for ways and developing models to ensure safe and timely product recalls. 
In addition, the right models and strategies would benefit communication and proper supply chain operations 
(Jayaraman et al., 2019). Risks in the medicines supply chain can affect not only an organisation’s bottom line but 
also people’s lives. This is a very important reason to manage risks in the supply chain. There are many approaches 
to supply chain risk management that focus on operational risks. These approaches aim to reduce or eliminate the 
most important risks in order to achieve the results expected from the chain. In their study, researchers Gomez and 
Espana present a methodological approach to eliminate or mitigate key risks through the application of ontologies 
and the implementation of fuzzy quality functions (FQFD) (Gomez & Espana, 2020).

A study on the circulation of products in the supply chain and their recall if necessary was carried out by 
Jayaraman and team (2019). Product recalls in the healthcare industry cause major supply chain disruptions. In the 
absence of reliable product tracking, communicating recall information and recovering or safely disposing of the 
product is very challenging. Healthcare product recalls are usually classified according to the severity of the impact 
on the patient’s life, a classification that often does not help the supply chain community to assess the impact of 
recalls and to develop alternative supply strategies. Therefore, it is essential to assess and review health-care product 
recalls with a focus on the supply chain and logistics (Jayaraman et al., 2019).

There is a lack of comprehensive studies and models in the literature to assess the ability of healthcare organisa-
tions to work with blockchain technology. A literature review of academic papers shows that a number of models 
have been applied in the healthcare supply chain to assess the application of blockchain technologies (Alzahrani 
et al., 2022). 

One of the studies carried out was on how the blockchain ensures transparency and governance in the organ 
supply chain. The blockchain seems to be suitable for organ supply chain management. However, given some of 
the challenges (such as data security and ethical requirements), there is a need to develop models that ensure 
transparency of the supply chain (Chavez et  al., 2020). The healthcare sector generates a huge amount of data. 
However, there is a lack of capacity to manage and analyse the data properly and filter out irrelevant information. 
In addition, understanding trends based on data-driven insights helps pharmaceutical companies and hospitals to 
develop automation systems to improve the relationship with their customers/patients and to improve their com-
petitive advantage, as well as strategic supply chain planning (Salau, 2022). Blockchain technology has the potential 
to increase security and reliability, and is transparent and private. As a result, this technology is becoming valued 
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in all areas. In healthcare, blockchain technology is very complex. The abundance of records and the circulation 
of confidential data creates a risk of privacy breaches (Aguiar et al., 2021). Researchers Balasubramanian and his 
team looked at how the healthcare system will prepare to adopt blockchain systems. The study found that large 
organisations are more willing to adopt and take advantage of blockchain technologies. It should be noted that an 
appropriate regulatory framework and privacy issues need to be put in place to accelerate the uptake of the tech-
nology (Balasubramanian et al., 2021).

When it comes to assessing the use of technology in the healthcare sector, researchers highlight the IoT security 
risk management model. IoT technologies have made medical devices a point of breach. The healthcare environ-
ment is at risk. Therefore, researchers propose an IoT security risk management model that could ensure safe 
operation in healthcare (Zakaria et al., 2019).

3. Methods in supply chain risk assessment

The methods are chosen taking into account the highest risks and the longest lasting risks.
When developing risk assessment models, it is always important to clarify the factors, causes and elements 

needed to make the model relevant and functional. 
To do this, evaluation methods are used. Multi-criteria evaluation methods shall be used in situations where 

a supplier selection problem needs to be addressed. The Analytical Hierarchy Process (AHP) method is used to 
evaluate the criteria, and the list of suppliers is compiled using the Rank Order Preference by Similarity to Ideal 
Solution (TOPSIS), Simple Added Weight (SAW) method. As the processes become more complex, hybrid methods 
are also being developed which provide a uniform ranking of the best supplier selection (Akcan & Güldeş, 2019). 

Supplier selection and transport planning are among the most important tasks in supply chain management. 
The selection of the right supplier is important for transport planning. There are few studies in the literature that 
simultaneously address the issues of supplier selection and transport planning. The researchers, study proposes a 
two-stage multi-criteria decision-making approach for sustainable supplier evaluation and transport planning in 
complex supply chains. The results of the study show that this approach can effectively assess the sustainable per-
formance of suppliers and optimise transport planning in complex supply chains (Lo et al., 2021)

Health system technologies are used extensively and require a wide range of medical equipment. The challenge 
for equipment manufacturers here is how to ensure smooth cooperation with both raw material suppliers and 
product delivery. Decision-making methodology is again used to ensure this process. It is based on the Delphi 
approach and the Dematel approach (Bhalaji et al., 2021). 

Conclusions 

The literature reviewed shows that supply chain risk assessment is a topic of interest, but the search for appropriate 
assessment models is still ongoing. In the past, as interest in this topic has grown, the factors of cooperation and 
communication that influence the supply chain have been examined. Recent research shows that there is now a 
shift towards technology assessment for supply chain risk management. The aim is also to assess supply chain re-
silience and visibility. These factors are difficult to assess and therefore represent a niche for researchers to explore.

An analysis of the literature has revealed that there are few studies examining supply chain risk management in 
the healthcare sector. The research and publications found show that the topic of supply-side management resilience 
is the most addressed. Looking for to ensure cooperation in the selection of suppliers. Also, there is a growing 
body of research on the impact of technology, digitization processes on the emergence of risks in the supply chain. 
In addition, a significant amount of research has been conducted to assess the risks of the pharmaceutical supply 
chain. The researchers singled out several models. Emphasis is placed on timely product delivery, raw material and 
production assurance.

It can also be unequivocally stated that supply chain risk assessment uses multi-criteria assessment methods.
It should be noted that the supply chain is fraught with challenges, with many organisations interacting, making 

it difficult to ensure an efficient and functional supply chain. 
There is a lack of studies and models in the academic literature to analyse and assess the impact of risks. 

Not only is there a lack of research in the healthcare sector, but the topic in general has received little research 
attention.
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TIEKIMO GRANDINIŲ RIZIKOS VERTINIMO MODELIŲ APŽVALGA MEDICINOJE

Alma ČERKAUSKIENĖ, Ieva MEIDUTĖ-KAVALIAUSKIENĖ

Santrauka. Tiekimo grandinės rizika yra plačiai nagrinėjama tema, tačiau sveikatos priežiūros sektoriuje tyrimų šia tema trūksta. 
Šio straipsnio tikslas – apžvelgti atliktus rizikos vertinimo modelių ir metodų tyrimus. Kadangi tiekimo grandinės rizika didina 
tiekimo grandinės pažeidžiamumą, svarbu išanalizuoti esamus tyrimus. Vadovaujantis gautais rezultatais, būtų galima sukurti 
naujus rizikos vertinimo modelius, kurie padėtų užkirsti kelią galimoms tiekimo grandinės problemoms. Literatūros analizė rodo, 
kad vertinimo modelius galima suskirstyti į: a) viso sektoriaus tiekimo grandinės procesų vertinimo metodus; b) ligoninės vidaus 
procesų vertinimo modelius. Rizikos vertinimo metodai parenkami atsižvelgiant į didžiausią riziką ir ilgiausiai trunkančią riziką. 
Daugiakriterinio vertinimo metodai literatūroje nagrinėjami dažniausiai.

Reikšminiai žodžiai: tiekimo grandinė, rizikos vertinimo modeliai, sveikatos priežiūros sektorius.
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