VILNIUS 24-osios Lietuvos jaunyjy mokslininky konferencijos ,Mokslas - Lietuvos ateitis” teminé konferencija
TECH Proceedings of the 24th Conference for Junior Researchers “Science - Future of Lithuania”

Vilnius Gediminas

W Technical University EKONOMIKA IR VADYBA / ECONOMICS AND MANAGEMENT

elSSN 2029-7149

2021 m. spalio 21 d., Vilnius, Lietuva elSBN 978-609-476-279-6
21 October 2021, Vilnius Lithuania Article Number: vvf.2021.063
Finansy valdymas / Financial Management http://jimk.vvtvilniustech.lt

RISK ASSESSMENT RELATED TO FINANCIAL CRIMES IN FINTECH

Jelena STANKEVICIENE, Agata TOMASEVICIUTE'

Business Management Faculty, Vilnius Gediminas Technical University,
Saulétekio al. 11, LT-10223 Vilnius, Lithuania
"E-mail: agata.tomaseviciute@stud.vilniustech.lt

Abstract. Aim of the paper is to investigate risk and financial crimes in financial technology companies, as well as con-
solidate agenda for future research. Methods to be used analysis of the content of related scientific literature, analysis
and summary of risk assessment and management standards.The paper provides definition of FinTech, examines some
grow statistics, and reviews the theoretical literature. Risk analysis is critical factor to a successful construction of a
project or successful companies” existence, as FinTech companies primary focused to provide fast (efficient) service it
tends to forget precautions measure to protect their businesses and their end customer. This paper focused to evaluate
literature and researches on FinTech and it facing risks and kick of with the first steps of the research for the future
works. Novelty of this paper is connected to the gap where young FinTech, per se Start-ups are not fully prepared for
the regulatory/cyber security challenges. Currently there is a limitation for the related data collection, as the limited
sample of size is identified there is a risk that not experts to call back. Not publicly available information; Main raised
question of the paper is which area of possible risk can cause higer chance of financial crimes between the FinTech
companies. Methods which to be used for the reasearch are: Analytic Hierarchy Process (AHP) and Technique for Or-
der Preference by Similarity to Ideal Solution TOPSIS.

Keywords: risk assessment, risk management, FinTech, financial crimes, anti-money laundering directive, AHP.

Introduction

FinTech! is contemporary, despite the fact that the exchange between technology innovation and financial services is
certainly not a new topic. It has been talked about a considerable amount in the previous few decades. For instance,
Berger (2003), examined the profitability and customer welfare assistance implications of data innovation for bank-
ing. Also, twenty years prior, in a conversation of combination in financial services, it was concluded with the per-
ception that the progressing consolidation around then was probably going to be followed by specialization-incited
discontinuity in the financial services industry. It was guessed that information technologies would support the rise
of particular players making an ever-expanding set of market specialties with more better product customization to
take into account client preferences (Thakor, 1999).

In a sense the thing that we are noticing today. As Frame, Wall, and White (2018) bring up, technological change
that creates financial innovations in banking has implications for improvements in FinTech. Lending, non-intermedi-
ated peer-to-peer (P2P), smart contracts, cryptocurrencies are altogether parts of an arising new puzzle of technology
helped customized financial services. Maybe one part of this improvement that is fairly exceptional and subsequently
surprising is the degree to which these innovations include non-intermediated transactions.

Due to these days fast evolving new technologies which bring together with them easier connections not only
for communications or cross-border transfers solutions for people living around the globe but also brings a gap
for fraudsters® to action their plans once valuable opportunity exists. As a smartphone or a computer with stable
internet has gradually become a standard of a minimum wealth being - it gives possibility to use these tools for all

1 Short for Financial Technology.
2 A person who commits fraudulent activity, especially in business dealings.
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possible purposes. One of key issue that can be indicated that not all FinTech companies are not ready to balance
the desire to grow new business and provide better customer services in chosen sector, while not having a correctly
introduced or adjusted countermeasure of protection. As a part of the novelty of this paper is connected to the gap
where young FinTech companies, Start-ups per se as one of the instances are not fully prepared for the regulatory/
cyber security challenges.

Main raised question of the research is: What risk financial crimes causes to FinTech companies?

Purpose of the paper is to investigate risk which would lead to financial crimes in financial technology companies,
as well as consolidate agenda for future research. Methods to be used - analysis of the content of related scientific
literature, analysis and summary of risk assessments and management standards.

1. Literature review

As in modern society, technology is attracting more and more people’s attention - it has become more common to
see new products on the market every day, surprising with creativity and innovation. We can see these days we have
a bigger tendency of collaboration between the information and communication technology innovations which have
triggered big changes in the field of financial services which now being called as a separate unit of financial services -
FinTech. FinTech is an international term used as an interdisciplinary subject that combines finance, technology
management and innovation management (Leong & Sung, 2018).

As a FinTech is still not fully distinguish term or would say a definition and its usage accelerated with a speed that
no one could predict, especially during a bubble and hype period in 2015/2016 (Buckley et al., 2019). As there are
many different not fully defined definitions below table indicates most popular defined ones.

Table 1. Definitions of FinTech

Author(s) and year Main idea(s) of the definition

(Buckley et al.,, 2019) FinTech stands for the application of technology in the financial industry. It is not limited to
specific model (e.g., wealth management sector) or a specific sector (e.g., lending) it covers majority
to finance related services and products.

(Financial Stability Board | It is a technological innovation which can help to boost market access, introduce new product and
[FSB], 2019) tools to offer and minimize costs for end customer. Opposite to traditional financial intermediaries,
FinTech companies are not regulated.

(Micu & Micu, 2016) It is a Financial technology which is new to finance an industrial sector covering the full range of
technologies used finance to facilitate trade, business interaction and services, provided to the retail
consumer.

(Varga, 2017) FinTech is a modern way of doing different types of transactions that enhance and creates financial

industry. FinTech solutions can be offered and not limited by innovative start-ups and mature,
establishes FIs.

(Chen et al., 2013) FinTech is an enterprise that is not being regulated in the legal system or only partially regulated.
The main task of FinTech is to provide financial solution services through new technology. They
are enterprises which main goal is to provide innovative services by going beyond traditional scope.

(Lietuvos bankas, 2018) | FinTech is a technology-based financial innovation that helps create new business models, business
applications, processes, and products. These innovations have a significant impact on financial
markets, institutions, and financial services.

All definitions mentioned in Table 1 show an important aspect of subjectiveness of the FinTech, only closer to 2019
we have more broader definition. Presented definitions show a crucial part of FinTech, namely the lack of a clearly
defined limit of its activity. As we can notice its activity focuses on two areas: technological and financial services,
which makes it difficult to reliably assess its size and identity of the risks related to it. Therefore, evolving a one defi-
nition is particularly important as FinTech companies have been pro-active players on financial service market for a
good time, and its activities are not so restrictively regulated as much as traditional entities.

Currently FinTech can provide financial services on the basis of subject by subject. It is commonly used in the areas
as e-payments, financing, infrastructure provisions by using modern solutions of technologies to provide financial
services. If to believe data report from KMPG beginning of 2019 global investment in FinTech companies has reached
37.9 billion USD (Pulse of FinTech H2’19 - Global Trends - KPMG Global, 2019) but the end of the year had pinged
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a record of investment which ended up with 135.7 billion USD. In comparison with 2018, were investments were
reached 118.8 billion shows a slight increase of investment, for some extent Ant Financial raised $14 billion, or World-
pay acquisition by Vantiv valued $12.9 billion. Top stars of that the last year which had targeted a record of investment:
acquisition of First Data by Fiserv with 22§ billion USD (US) and the 42.5 billion worth acquisition of WorldPay (UK)
by Fidelity National Information Services (Pulse of FinTech H2’19 - Global Trends - KPMG Global, 2019).

Seeing the innovativeness of financial technologies and the value they create countries around the globe strive to
create a suitable and sustainable microclimate for the development of financial technology start-ups. Lithuanian cre-
ated conditions for the development of financial technologies are being welcomed worldwide.

During FinTech Inn World Conference in 2019 which took place in Lithuania a record number of participants
(over 3,000) attended this event, such data show that Lithuania is becoming known on the world map of FinTech
and gives hope for the growth of the country’s economy (FinTech Market Leaders from around the World Gather in
Vilnius | Ministry of Finance of the Republic of Lithuania, n.d.).

According to Global FinTech rankings Lithuania is counted as a second Europe’s FinTech center and a fourth in
the Globe (as a second Baltic state is Estonia — counts in the TOP 10 (Eriksonas, 2018; Invest in Lithuania. 2020).

By reviewing this we can assume that big is not better than small, Lithuania is showing the world that small loca-
tions can make a big difference (Invest in Lithuania. 2020; The Global FinTech Index 2020, 2020). By seizing oppor-
tunities to make for FinTech enterprises to establish and pairing that with the advantages of rule that give companies
based there to trade across the European Union. In Lithuania there are three mostly growing industry type: lending,
payments, and banking. Worth to mention that due to increase number of aforementioned industries Compliance
and AML analysts becoming one of top needed employees on the Lithuanian market.

1.1. FinTech facing risks

FinTech sector has unique combination of exposures that are not contemplated by traditional financial institutions
products. Although numerous researchers and practitioners have a believe that FinTech can reshape the longer term
of the financial industry, the adoption of FinTech adoption is still unclear. Most adoption barriers are risk issues such
as regulation (e.g., legal uncertainty for adoption), financial (e.g., loss of monetary outcome and extra fee), operational
(e.g., inadequate processes or systems of FinTech companies), security and privacy (e.g., vulnerability of security tech-
nologies) concerns. Clients would like to determine the arithmetic mean of FinTech adoption considering its benefits
also as risks at an equivalent time, and accordingly make an adoption decision when its benefits are greater than its
risks. Therefore, FinTech companies are challenged particularly to increase the potential benefits and reduce the poten-
tial risks once they offer FinTech to customers (Crouhy et al., 2008; Financial Inclusion Centre, 2018; Liu et al., 2020).

Beyond all the risk that exists that are being seen — in some areas they are overlapping or brings a suggestion for
potential new areas of risk to for organisations to be associated with. To narrow more trending risk Table 2 was cre-
ated which seems to be most relevant this year (2020) despite all traditional risks which are meant to be permanent
for foreseeable future.

Table 2. Risk to FinTech of 2020 (source: Crated by the author of analysed works of (Chenyakov & Chernyakova, 2018; Chris-
toffersen, 2011; Crouhy et al., 2008; European Banking Authority [EBA], 2020; Jorion, 2011; Thakor, 2020; Zhu & Chen, 2016)

Type Description

Professional liability Failing to take proper care over negligent advice and failing to provide to the customer are quite
common risks for companies that provide financial services, to great extend FinTech that offers new
financial solutions through new distribution models.

Embezzlement? As a sector (FinTech) is dealing with a vast frequency of money movement. Big amounts of payments
being processed, transaction and client accounts, and fast growth and automation or new technology
implementation gives vulnerable space for theft. Theft can be external individuals or an employee.

Regulatory New products, new solutions, new technology, new distribution gives not only a wealth opportunity,
environment but a regulatory exposure. FinTech enterprises must ensure that they are on an ongoing basis
implementing and enhancing risk management systems.

3 The act of withholding assets for the purpose of conversion / Robbery of Funds.
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End of Table 2

Type Description

Technology failures New methods of technology are essential for FinTech enterprises - it is a secret key how they have
disrupted traditional financial sector. As these types of companies have huge reliance of technology
infrastructure it means that they can be vulnerable.

As of one consequences of technological failure we can count an error when customer cannot access
services resulting in loss of customer and income.

The uncontrolled spread of the shadow economy, which has a negative impact on the country’s economic and
political life, poses a serious threat to the state and society. Financial crime is on the rise, it is becoming more
and more international, and the ways in which it is committed are becoming increasingly difficult. The “shadow
economy” is defined as a process that adversely affects the state’s tax revenue and involves acts contrary to the
law, which evade tax obligations or seek other illegal tax benefits. The most damaging components, according
by Prosecutor General’s Office of the Republic of Lithuania (Lietuvos Respublikos generaliné prokuratara, 2013)
the shadow economy:

- smuggling and illegal circulation of excisable goods.

- carrying out unregistered economic activities and / or avoiding income accounting and illegal work.

Lithuania’s unstable economic situation and high unemployment create preconditions for the growth of the shadow
economy and the increase in the number of criminal acts and other violations of the law of the financial system. Eco-
nomic and financial criminal acts cause significant damage to the property, property rights and interests of individuals,
as well as to the state economy, business order, and financial system. Economic and financial crimes include money
laundering, fraud, embezzlement or waste, production and sale of counterfeit money, smuggling, and infringements
of intellectual property rights. Economic-financial crimes can be divided into:

— crimes and criminal offenses against property, property rights and property interests;

- crimes against intellectual and industrial property;

- crimes and criminal offenses against the economy and business order;

— crimes and criminal offenses against the financial system (European Parliament and the Council of the European

Union, 2015); International Business Machines [IBM], 2020; Muhtaseb, 2020).

In current transactions and payments environment of developing security risk, regulation, customer expectation,
approaches based on data science, Artificial Intelligence, machine learning, big data computing have possible new,
real threats. All potential financial crimes can occur both in standard FI or FinTech’s as each of the sector companies
trying to follow and enhance their systems and procedures to attract new and keep existing customers.

2. Risk assessment methods

The risk management process is critical for any enterprise. Risk measurement includes determining the level of risk
for each objective and assessing the risk analysis using a variety of methods and technologies (Zavadskas et al., 2010).
Risk management methods depends on the risk environment and the context of the business. Risk management in
organizations level is one of the components of strategic management.

The FinTech sector is characterized by dynamism, faced with different situations, because each project, industry type

of FinTech is unique, so the creation of a model is an important aspect. The models are

Industry

easily adapted to the industry type of companies. By harmonizing the life cycle process, a activitios

smooth planning process and project management can be ensured. Risk is the probability
that, under certain circumstances, a negative event may occur (Geguziené et al., 2019). The
risk analysis assesses the significance of each risk (Figure 3). Risk management methods
depends on the risk environment and the context of the business (Figure 1).
Internal risk is controlled, and its management and control depend on the organiza-
tion ongoing strategies. External risk is uncontrollable, it depends on external factors,
such as economic situation, politics, and so on. Accidents at work are classified as inter-
nal enforcement and management risk. The goal of risk management is value creation Figure 1. Type of risks
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and protection. The principles set out in this Regulation are the basis for risk management and should be considered
in the determination the organization’s risk management system and (ISO, 31000: 2018).
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Figure 2. Risk management directions

Risk is an indefinite effect that affects an organization’s goals, and therefore it is beneficial for the organization to
integrate risk management into its activities and functions. Risk management effectiveness depended on its integration
into the management of the organization, including decisions adoption (Figure 2). The organization should evalu-
ate its existing risk management practices and processes, assess any gaps, and address those gaps in the system. Risk
assessment consists of risk identification, risk analysis and risk assessment. In the first stage of risk assessment, the
risk is identified, in the second stage, the nature of the risk is determined. In the third stage, a comparison process is
carried out between the analysis results and the risk criteria obtained and the acceptability of the risk is determined.
Risk assessment assistance shall address what action needs to be taken to prevent threats. The decision is made to
avoid, transfer, maintain or reduce the risk.

Risk identification identifies risk factors and their characteristics. Risk can be identified in two directions, when
it is determined what can happen and what the consequences of that event will be, and when it is predicted what
consequences can be and investigate what caused it (Faraji Sabokbar et al., 2016). Risk identification is one of the most
important parts of risk assessment. The more potential risk factors are identified, the greater the likelihood of reducing
the risk or its to avoid. Risk analysis can be qualitative and quantitative. According to Zwikael (2009), quantitative the
task of the analysis is to quantify the impact of changes in risk factors on project effectiveness evaluation. The risk is
assessed during the qualitative analysis the probability that each risk factor may or may not occur is determined risk
factor influence, risk factors are ranked by probability or influence on the project. Quantitative risk analysis is numeri-
cally analyzed the likelihood of each risk factor or its consequences for the objectives of the project, the degree of
impact for the entire construction project. Quantitative analysis is performed with those factors that have been sorted
according to priorities in the qualitative risk analysis as potential and able to do the greatest impact on the project.

Multiplying the risk probability score by the impact score gives a comprehensive assessment and determines the
significance of the risk. The assessed risk factors can be set out in a matrix according to which risk management
measures are selected. An example of a risk matrix is shown in Figure 3. Green indicates low risk, yellow indicates
medium risk, red indicates high risk.

Impact

Critical

Significant

Average

slight

Insignificant

Low Not very Quite Very Probability
Likehood likely Probably likely likely

Figure 3. Matrix of risk
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All in all, researches had been focusing on many areas related to FinTech’s although there is not align approach
how the companies can be evaluated to existing outrages — especially

3. Methodology

In the process of the review theoretical research was applied to investigate the literature. As for the future research
one of Multiple-criteria decision methods to be chosen.

In the Qualitative risk assessment strategies include programs which would include “consider the possibility”
checklist, task analyses, safety audits, the sequentially timed event plotting (STEP) strategy and Hazard and Operabil-
ity study (HAZOP). Quantitative evaluation methods incorporate the relative proportional risk assessment (PRAT),
the decision matrix risk assessment (DMRA) procedure, and weighted risk assessment (WRA). Half and half proce-
dures incorporate Fault-tree Analysis, Human Error Analysis Techniques, Event Tree Analysis and so on (Kokangiil
et al,, 2017). Likewise, the Analytic Hierarchy Process (AHP) strategy is another strategy usually utilized as a risk
appraisal procedure practically speaking (Padma & Balasubramanie, 2007; Yulong et al., 2008). Albeit a portion of
these methods, (for example, AHP) yield just a risk score, different techniques, (for example, Fine Kinney) yield risk
scores and risk classes of each risk. For examined topic one of Multi Criteria Decision Making methods was chosen -
AHP. The AHP (Beaumont, 1984; Saaty, 1977, 1990, 2003) is approach to deal with quantifiable as well as theoretical
criteria in the decision-making process. It is a multi-objective multicriteria dynamic methodology that depends on
the possibility of pairwise examinations of options as for a rule (e.g., which alternative, An A or B, is liked and by the
amount more is it liked) or regarding a goal (e.g., which is more significant, A or B, and how much more significant
is it). By utilizing pairwise examinations, the general significance of one model over another can be easily assessed.
This idea was developed by Thomas Saaty in the 1970’s.

By utilizing a hierarchical structure, AHP encourages one settle on choices when an unpredictability of objectives
and criteria are included (Dyer, 1990). When the chain of command is set up, the rules within the hierarchy order
are assessed dependent on combined correlations. The components are compared in relative terms to it similarly as
with their significance or commitment to a given standard that possesses the level promptly over the components
being compared. The last weights of the components at the lower level of the hierarchy of command are acquired by
adding all the contributions of the components in a level concerning all the components in the level above. This is
known as the standard of hierarchic (Saaty, 2003; Vargas, 1990).

An AHP-based risk assessment instrument to introduced in upcoming research for a proficient methodology for
overseeing risks in FinTech. This methodology will coordinate preventing income losses and guaranteeing wellbeing
into venture risk evaluation utilizing a maldistributed decision-making technique. The proposed structure will utilize
the AHP method for making the pairwise examination of the risk criteria introducing a dependable ranking of these
risk by analyzing solid decisions. A questionnaire to be created for the criteria to be reviewed and ranked by the
experts afterwards questionnaire to be checked for the reliability by using Cronbach’s alpha. Received answers from
the experts to be reviewed and rank as per indication. Afterwards new tool to be created for enterprises to utilize by
evaluating their position and readiness in terms of security and exposure to financial crimes risk.

Sampling size for the experts to be calculated using finite population formula:

Z’N;
n_(N_1)62+220127’ W
N - size of population, n - size of sample, e — acceptable error, 0, - standard deviation of population, z — number
relating to the degree of confidence.
As the population is small the sample size can be reduced by utilizing the formula:

2)

n= (—1) .
" —
142
N
To assess the criteria’s’ and their effect multiple criteria decision analysis (MCDA) methods (or multicriteria meth-

ods) are widely used. TOPSIS methods was analyzed and applied to evaluate the financials of a popular approach to
multiple criteria decision analysis (MCDA) developed by Hwang and Yoon.
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TOPSIS (Technique for Order Preference by Similarity to Ideal Solution) it’s a multi-criteria decision analysis
method, which was originally developed by (Hwang & Yoon, 1981) with further developments. TOPSIS is based on
the concept that the chosen alternative should have the shortest geometric distance from the positive ideal solution
and the longest geometric distance from the negative ideal solution. Compensatory methods such as TOPSIS allow
trade-offs between criteria, where a poor result in one criterion can be negated by a good result in another criterion.

TOPSIS is carried out in 7 steps:

1. Creating normalized decision-making matrix which consist of m alternatives and n criteria, with the intersection

of each alternative and criteria given as xij, with the matrix (x;)m x n.
— X;
X =— 3)

NP

2. Calculation of weighted with normalized decision matrix:
Ry =X (4)
3. Determine the best and the worst alternative from all alternatives:
xX_pj= [max]_ix(ij ) when the best indicator has the maximum value;
xX_pj= [min]_ix_(ij,) when the best indicator has the maximum value;
and
x_bj= [max]_ix_(ij)) when the best indicator has the maximum value;

x_bj= [min]_ix_(ij’) when the best indicator has the maximum value.

4. Calculate the distance between the alternative i and best condition:

(5)
5. Calculate the distance between the target alternative { and the worst condition.
6. Calculate for each alternative relative distance from the ideal alternative to worst:
__ 4y 6
T ied (6)
pil Tdp;

7. Rank the alternatives according to gathered results.
For the this paper research these methodologies to be chosen in order to change qualitative data into the quotative
which can mean measured at the same point if to follow this methods.

4. Results and discussion

After the calculation it was revealed that 9 experts to be interviewed for the data collection in the upcoming research
(the calculations were made in Eqgs. (7) and (8). Experts were chosen to be questioned although only 8 were capable
to answer. Experts were questioned to evaluate risks that effect the company. The questionnaire was structured to
collect data where experts indicates most risky areas in the company that can lead to financial crimes. 10 criteria
determined as factors influencing a business performance were used in applying TOPSIS method (Table 3 in Section
4 with the received results). All factors were set as criteria because usually a firm would concentrate on maximiza-
tion the efforts to keep most efficient and save way to keep business running. The higher the result of the factor, the
higher importance of a factor. In order to have a fair and not subjective view, the weights to the criteria were equally
set by calculating the average of all received score for each factor separately by calculating averages of each factor
collected scores. From all collected factors the biggest attribute weight was given to Operational Risk right after goes
Regulatory Risk with Credit Risk meaning they cost bigger exposure to the financial crimes. Lowest scores were given
to Market and Liquidity risks.
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After the calculations it was determined that 15 experts to be taken as a sampling (formula number 2).

2572 x17x25
n= =14.765. 7)
(17-1)0.52 +2.57> x 22

At last it was calculated to have 9 special mater experts (formula 4)

14.765
n=— 22 _g1s. (8)
(14.765-1)
4+ -
17
After the literature review there were barely found any previously made research that would fully analyze factor/
risks that lead to financial crimes. One of the biggest limitations was a statistical data collection for previous year as
nor data base is storing such information.
Using TOPSIS method below results were collected from the experts (Table 3). Attribute weights have been cal-

culated for each of the factors.

Table 3. Initial decision matrix (compiled by author)

Factor Fact min./
number actor max. Expert | Expert | Expert | Expert | Expert | Expert | Expert | Expert | Attribute
1 2 3 4 5 6 7 8 weights

1

x1 Market Risk s 1 4 3 2 2 3 2 1 2,250
Environmental, Social, 1

X2 Governmental Risk 5 4 > 3 > 4 3 4 4 4,000
1

x3 Business Risk 5 2 3 2 3 5 3 5 3 3,250
1

x4 Financial Risk s 4 3 2 3 3 3 2 4 3,000
1

x5 Operational Risk S 5 5 5 5 5 5 5 5 5,000
1

X6 Liquidity Risk 5 1 2 2 3 3 2 2 3 2,250
1

x7 | Regulatory Risk s 4 5 5 5 5 5 5 5 4,875
1

x8 Reputational Risk s 4 3 2 3 4 3 2 3 3,000
1

x9 | Counterparty Risk s 4 5 4 4 5 4 3 4 4,125
1

x10 Credit Risk ) 5 4 5 5 3 5 5 5 4,625

After the calculations (Table 3 and 4, 5) it was determined that from all questioned experts the best alternative/
highest risk is given by the third (rating score 0,53) and very close to it was alternative number one (rating score
0,52) and alternative number 7. As per best alterative (Expert #3) highest risk is caused by Operations, Regulatory
environment and Credit factors.

Table 4. Best alternative from all collected (consolidate by the author from collected data)

Rank Expert Nr Rating weights
1 3 0.53
2 1 0.52
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End of Table 4
Rank Expert Nr Rating weights
3 7 0.47
4 8 0.429
5 6 0.426
6 4 0.38
7 2 0.37
8 5 0.30

Table 5. Alternative ratings weights received from the calculations (consolidate by the author from collected data)

0.60

0.52 0.53
— ] 0.47

0426  — 0429
040 —| 0.37 0.38 ] T
0.30
030 —] -

0.50 —

RATING

020 — —

0.10 — —

0.00

K1 K2 K3 K4 K5 Ké K7 K8

Note: K letter — corresponding to the number of the expert.

Operational Risk was chosen to be evaluated more in depth as a research was conducted in back office. 4 sub-
categories were evaluated: Process, Technology, People, External Risks. After the calculation of separation from nega-
tive ideal solution - the rating of Operations Risk criteria was distributed as follows: first is Technology criteria (most
risky), second is Process risk together with Human risk and lastly is External Events Risk. Data of Selected Criteria
and best alternatives indicating the highest risk are showed in the Table 6 till 9. For the Technology Risk cybersecurity
was indicated at the higher exposure were hardware at the lowest. For the People Risk lack of adequate product knowl-
edge and skill set together with Unauthorized Activity and Employee Fraud had scored as the most exposed factors.
Looking at the External Events Risk it is noticeable to notice that outsourcing service and external fraud activities are
most harmful according to the experts. As for the Process Risk many inside criteria were ranked very closed to each
other: ineffective procedures, internal data, external data, client services and interactions were most rank at the highest
scores by the experts. Surprisingly, cost saving due to negligence of the management was ranked as the lowest risk
alternative from all given.

Table 6. Technology Risk

Technology Risk
Cybersecurity
Communication
Interface
Network
Software
Hardware
0.000 1.000 2.000 3.000 4.000 5.000 6.000
m Attribute weights
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Table 7. People Risk

People Risk
Workplace Safety 3.500
Employee Relations 3.625
Unauthorized Activity 4.750
Diversity and Discrimination 3.250
Employee Fraud 4.625
Lack of adequate product knowledge and..: 4.875
Loss or Lack of Key Personnel 4.250

0.000 1.000 2.000 3.000 4.000 5.000 6.000

Table 8. External Events Risk

External Events Risk
Natural events/ Manmade events 1.875
Legislation and Regulation 3.000
External Criminal Activity (Fraud) 3.875
Outsourcing services/ Brokers 4.500
0.000 0.500 1.0001.5002.0002.500 3.000 3.500 4.000 4.500 5.000
m Attribute weights
Table 9. Process Risk
Process Risk
Cost (savings) (due to neglecting of..: 3.625
Client Services & Interaction 4.500
Project / Change management 4.250
Internal/External Reporting 4.250
External Data 4.250
Internal Data 4.500
Process Execution 4.125
Process Design 4.250
Inefficient or ineffective procedures..: 4.625
Contract / Transaction Documentation 4.250

0.0000.5001.0001.5002.0002.5003.0003.5004.0004.5005.000
m Attribute weights

From all the experts it was calculated that the riskiest factors were indicated by the expert number 3 (K3) and 1
(K1) as in the table below.

Below chart indicate from the highest to lowest bets alternatives (dark grey color indicates the highest risk, white
the lowest of all (Table 10).

Table 10. Determine relative closeness to ideal solution

K1

K2

K3

K4

K5

Ko6

K7

K8

0.52

0.37

0.38

0.30

0.426

0.47

0.429
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Conclusions

FinTech is quite recent development, there is still a vast amount of studies to be carried out on the social, regulatory,
technological, and managerial aspects of FinTech. This makes it very challenging for financial firms to make informed
decisions regarding the investment in FinTech projects. Most used term of FinTech - technology-based financial in-
novation that helps create new business models, business applications, processes, and products. These innovations
have a significant impact on financial markets, institutions, and financial services.

FinTech sector has unique combination of exposures that are not contemplated by traditional financial institutions
products. Although numerous researchers and practitioners have a believe that FinTech can reshape the longer term
of the financial industry, the adoption of FinTech adoption is still unclear. Most adoption barriers are risk issues such
as regulation (e.g., legal uncertainty for adoption), financial (e.g., loss of monetary outcome and extra fee), operational
(e.g., inadequate processes or systems of FinTech companies), security and privacy (e.g., vulnerability of security tech-
nologies) concerns. Additionally, to these risks we should add all traditional (commonly used risk).

Financial crimes typically refer to any crime or misconduct including bribery & corruption; fraud or dishonesty;
economic and trade sanctions; cybercrime; market abuse (insider trading, market rigging/ collusion); market abuse
(insider trading, market rigging/ collusion); money laundering; handling the proceeds of crime; and conducting
breaches. The importance of regulatory supervision regarding innovative services and merchandise was emphasized
by the introduction of the 5th EU AML Directive where FinTech solutions where included under the scope. In current
transactions and payments environment of developing security risk, regulation, customer expectation, approaches
based on data science, Artificial Intelligence, machine learning, big data computing have possible new, real threats.
All potential financial crimes can occur both in standard Financial Institutions or FinTech’s as each of the sector
companies trying to follow and enhance their systems and procedures to attract new and keep existing customers.

Most of the previous studies imply that FinTech industry is booming and more and more regulatory supervision
to be given. As sector is not fully regulable it gives a big exposure to the customer who are utilizing their (FinTech)
services and gives a big room for scammers to take advantage on the industry and their clientele. During recent 10
years regulators put more structural supervision on the sector which potentially can diminish some type of FinTech
(for instance, crowdfunding).

According to collected data and given research companies should focus more on their Operations part and if
they are efficient and “save” with their Systems, they might keep close attention to their defined processes and if their
Employees receive appropriate understanding and training of given duties. As each companies’ employees can have
different perception on given processes it can be beneficial for them run an anonymous survey to collect an overview
on how their employees are preserving risk that could lead to fraud and scam. At the beginning of the paper a question
was raised: What risk financial crimes causes to FinTech companies? At this part of the research it was identified that
more in-depth research needs to be done in order to give an answer to this question. More elements of the identified
risk categories need to be distinguished. Also, an additional questions need to be raised that will give a more guidelines
and structure for the research.
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RIZIKOS VERTINIMAS, SUSIJES SU FINANSINIAIS NUSIKALTIMAIS FINTECH

Jelena STANKEVICIENE, Agata TOMASEVICIUTE

Santrauka. Darbo tikslas - istirti rizikas, susijusias su finansiniais nusikaltimais finansiniy technologijy jmonése, taip pat
konsoliduoti basimy tyrimy darbotvarke. Taikytini metodai: susijusios mokslinés literataros turinio analizé, rizikos vertinimo ir
valdymo standarty analizé ir jos santrauka. Straipsnyje pateikiamas FinTech apibrézimas, nagrinéjama kai kurie augimo statistiniai
duomenys ir apzvelgiama teoriné literattra. Rizikos analizé yra labai svarbus veiksnys sékmingam projekto kirimui ar sékmingy
imoniy egzistavimui, nes FinTech jmonés pirmiausia siekia teikti greitas (efektyvias) paslaugas ir pamirsta atsargumo priemones,
skirtas savo verslui ir galutiniam vartotojui apsaugoti. Siame darbe buvo siekiama jvertinti literatiirg ir mokslinius tyrimus,
susijusius su FinTech ir su jais susiduriama rizika, ir pradéti nuo pirmyjy bisimy darby tyrimo zingsniy. Sio dokumento naujoveé
yra susijusi su atotruikiu, kai jauni FinTech atstovai, per se startuoliai, néra visiskai pasirenge reguliavimo / kibernetinio saugumo
isstikiams. Siuo metu susijes duomeny rinkimas yra ribojamas, taip pat yra nustatytas ribotas imties dydis, kyla pavojus, kad
ekspertai neatsakys. Vie$ai neprieinama informacija. Pagrindinis darbe keliamas klausimas — kuri galimos rizikos sritis gali sukelti
didesne finansiniy nusikaltimy tarp FinTech jmoniy tikimybe. Tyrimui taikytini metodai yra analitinés hierarchijos procesas
(AHP) ir pirmenybés pagal panasuma i idealy sprendima metodas TOPSIS.

Reik$miniai ZodZiai: rizikos vertinimas, rizikos valdymas, FinTech, finansiniai nusikaltimai, pinigy plovimo prevencijos direktyva,
AHP.
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